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Fingerprinting Docker’s Kali Container with p0f 
1. Install docker 
sudo apt install docker.io -y
[image: ]
2. install Kali Docker container
[image: ]

[image: ]
3. run a container or just run interactive
[image: ]

[image: ]
4. apt update 
5. apt -y install kali-linux-headless
[image: ]
6. apt install p0f
[image: ]
7. get the network interface name

[image: ]
8. now run p0f -I eth0
[image: ]
9. Open a new window in Ubuntu check check what container you are running kali in for this version I am using a51fc7b57af as seen in the root@ section 
[image: ] 
10. Sudo docker inspect bridge shows ip of kali
[image: ]
11. Sudo docker ps 
[image: ]
12. These match so start pings to get traffic going on this address if it pings move to next step cancel ping

[image: ]
13. Login to the container in the other window while still running p0f in the other
[image: ]
4:64+0:0:1460:mss*44,7:mss,sok,ts,nop,ws:df,id+:0
This signature is the OS fingerprint
[image: ]
Docker’s Kali Container is 4:42+22:0:1372:mss*20,7:mss,nop,nop,sok,nop,ws:df:0

[image: ]
Here is it again in FreeBSD
[image: ]
Here it is again for a Debian docker container.
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lf( root®as1fc7bs73af)-[/]
* apt update
Get:1 http://mirrors.jevincanders.net/kali kali-rolling InRelease [41.2

Get:2 http://mirrors.jevincanders.net/kali kali-rolling/main amds4 Packa
2 mB]

67% [2 Packages 13.2 MB/19.2 MB 69%] 828
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E(raat Sas1fc7bs73af)-[/]

+ apt -y install kali-linux-headless

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

The following additional packages will be installed:
adduser adwaita-icon-theme aircrack-ng alsa-topology-conf alsa-ucm-con
amass amass-conmon apache2 apache2-bin apache2-data apache2-utils apt-
arj arp-scan arping aspnetcore-runtime-6.0 aspnetcore-targeting-pack-6
at-spi2-common at-spi2-core atftpd attr axel bind9-dnsutils bind9-host
bind9-libs binutils binutils-common binutils-mingw-w64-1686
binutils-ningw-w64-x86-64 binutils-x86-64-linux-gnu binwalk blt bluez
bluez-hcidump build-essential bulk-extractor bully bundler busybox bzt
ca-certificates ca-certificates-java cadaver cewl cgpt chntpw cifs-uti
clang clang-14 clang-15 command-not-found commix console-setup
console-setup-linux coreboot-utils coreboot-utils-doc cpio cpp cpp-12
cracknapexec cramfsswap creddump? crunch cryptcat cryptsetup cryptsetu
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lf( root®as1fc7bs73af)-[/]
+ apt install pef

Reading package lists... Done

Building dependency tree Done

Reading state information... Done

The following packages were automatically installed and are no longer required:
apache2 apache2-bin apache2-data apache2-utils atftpd bluez console-setup console-setup-linux dmsetup dns2tcp fontconfig-config
fonts-dejavu-core fonts-freefont-ttf fonts-lato fonts-liberation2 galera-4 inetsim iodine iproute kbd keyboard-configuration kmod
Llibapr1 libaprutili libaprutili-dbd-sqlite3 libaprutili-ldap libargon2-1 libasound2 libasound2-data libbpfi libbrotlil libbsde
Llibcap2-bin libcgi-pn-perl libconfig-inifiles-perl libcryptsetupl2 libcurld libdaxctli libdbi-perl libdevmapper1.02.1 libdigest-hmac-perl
Llibdwl libedit2 libelf1 libencode-perl libfdiski libfontconfigl libfreetypes libgdbm-compat4 libgdbms libglib2.0-6 libgssapi-krbs-2
Llibhtnl-parser-perl libhtml-tagset-perl libices libicu72 libio-multiplex-perl libio-socket-inet6-perl libio-socket-ssl-perl libipatc2
Llibipc-shareable-perl libjanssond libjpeg62-turbo libjson-cs libjson-perl libkScrypto3 Llibkeyutilsi libkmod2 libkrbs-3 libkrbssupporte
Llibldap-2.5-0 liblocale-gettext-perl libluas.3-0 libmariadb3 libmnle libmotif-common Llibncursesé libncursesws libndctls libnet-cidr-perl
Llibnet-dns-perl libnet-server-perl libnet-ssleay-perl libnghttp2-14 libnsl2 libnumal libperls.36 Llibpmem1 libpng16-16 libpopte libproc2-6
Llibpsls Llibregexp-ipve-perl librtmp1l libsasl2-2 libsasl2-modules-db libsm6 libsocket6-perl libsqlite3-o libssh2-1 libssl3
Llibstring-crc32-perl libsystemd-shared libtirpc-common libtirpc3 liburi-perl liburing2 libwrape libx11-6 libxii-data libxaus libxcbi
Llibxdncps Llibxexts libxft2 libxma libxml2 libxmus libxrenderl libxt6 libxtables12 lsof mariadb-client-core mariadb-common
mariadb-server-core media-types mysql-common net-tools netbase openssl perl perl-modules-5.36 perl-openssl-defaults procps psmisc rsync
socat systemd systemd-sysv udev x11-common xkb-data
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lf( root®as1fc7bs73af)-[/]
#

netstat -i
Kernel Interface table
Iface MTU  RX-OK RX-ERR RX-DRP RX-OVR  TX-OK TX-ERR TX-DRP TX-OVR Flg
ethe 1500 927929 0 00 369517 0 [} 0 BMRU

1o 65536 0 0 ) [} 0 0 0 LRU
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root®as1fc7bs73af)-[/]

=
« pof -i ethe

--- pef 3.09b by Michal Zalewski <lcamtuf@coredump.cx> ---

[+] Closed 1 file descriptor.

[+] Loaded 322 signatures from '/etc/pef/pef.fp'.
[+] Intercepting traffic on interface 'ethe'.

[+] Default packet filtering configured [+VLAN].
[+] Entered main event loop.
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jonathanlee@jonathanlee-Virtual-Machine:~$ sudo docker container list --all

[sudo] password for jonathanlee:

CONTAINER ID  IMAGE COMMAND  CREATED
as1fc7bs73af  kalilinux/kali-rolling 4 minutes ago
64c466c23319  kalilinux/kali-rolling 9 minutes ago

jonathanlee@jonathanlee-Virtual-Machine:~$ netstat -i
Kernel Interface table

Iface MTU  RX-OK RX-ERR RX-DRP RX-OVR
dockere 1500 369637 0 ) 928056 [}
ethe 1500 1437230 0 00 385095 0
1o 65536 714 0 00 714 0
vethgs2o 1500 369637 0 ) 928062 0
jonathanlee@jonathanlee-Virtual-Machine:~$ sudo docker network ls

[sudo] password for jonathanlee:

NETWORK ID NAME DRIVER  SCOPE
64c5ae382b60  bridge  bridge  local
cbad8d1af771  host host Tlocal
81d04f695f4  none null Tlocal

jonathanlee@jonathanlee-Virtual-Machine:~$ I

STATUS

Up 4 minutes
Up 9 minutes

o000

TX-OK TX-ERR TX-DRP TX-OVR Flg

0 BMRU
0 BMRU
0 LRU
© BMRU

PORTS

NAMES
stupefied_burnell
osfingerprint
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jonathanleegjonathanlee-Virtual-Machin

I*
{

S sudo docker inspect bridge

"bridge”,
"64c5ae382b604cd5F 34241453883 cC52e286b7cd3e5ddBF C767bad394d864dba"
72023-06-62T14:16:48.2675516-67:00",

Tocal”,
"bridge",
"EnableIPy6": false,
TPAN":
"Driver": "default”,
"options”: null,
"Config": [
{

"Subnet": "172.17.6.6/16",
"Gateway": "172.17.8.1"

1
1
"Internal”: false,
"Attachable": false,
"Ingress": false,

"ConfigFrom": {
Networki: "

1

"Configonly”: false,

"Contatners"

{
"a51fc7b573af 2624257 2d8e5b42111b7149a1aa6b247F0CFO7163acI79dIFcc”: {
"Name": "stupefied burnell”,
"EndpointID": "63eb4aeb36f66b9ab3fd7447b647e5d97a7 aa09d1f Fbo1dbcBBBa4F6b794dT6" ,
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jonathanlee@jonathanlee-Virtual-Hachine:-$ sudo docker ps
CONTAINER ID  IMAGE COMMAND ~ CREATED
asifcrbs73af  kalilinux/kali-rolling "bash” 2 hours ago  Up 2 hours

STATUS. PORTS  NAMES
stupefied_burnell
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jonathanlee@jonathanlee-Virtual-Machine:-$ ping 172.17.0.3
PING 172.17.6.3 (172.17.6.3) 56(84) bytes of data.

64 bytes from 172.17.0.3: icmp_seq=1 ttl=64 tine=0.053 ms
64 bytes from 172.17.0.3: icmp_seq=2 ttl=64 tine=0.047 ms
64 bytes from 172.17.0.3: icmp_seq=3 ttl=64 tine=0.162 ms
64 bytes from 172.17.0.3: icmp_seq=4 ttl=64 tine=0.059 ms.
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jonathanlee@jonathanlee-Virtual-Hachine:-$ sudo docker exec -it stupefied_burnell sh
# apt update

Hit:1 http://mirrors.jevincanders.net/kali kal
Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

3 iackages can be upgraded. Run 'apt list --upgradable' to see them.
#*

rolling InRelease
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Ial root@as1fc7b573af: / Q

lf( root®as1fc7b573af)-[/]
« pof -i ethe
--- pef 3.09b by Michal Zalewski <lcamtuf@coredump.cx> ---

[+] Closed 1 file descriptor.

[+] Loaded 322 signatures from '/etc/pef/pef.fp'.
[+] Intercepting traffic on interface 'ethe'.

[+] Default packet filtering configured [+VLAN].
[+] Entered main event loop.

-[ 172.17.0.3/53424 -> 192.99.200.113/80 (syn) 1-

I

| client = 172.17.0.3/53424

| os = Linux 2.2.x-3.x

| dist =0

| parans generic

| raw_sig = 4:64+0:0:1460:mss*44,7:nss,sok, ts,nop,ws:df,id+:0
I

.-[ 172.17.0.3/53424 -> 192.99.200.113/80 (mtu) 1-
I

m jonathanlee@jonathanlee-Virtual-Machine: ~ Q

jonathanlee@jonathanlee-Virtual-Hachine:-$ sudo docker exec -it stupefied_burnell sh
# apt update

Hit:1 http://mirrors.jevincanders.net/kali kali-rolling InRelease

Reading package lists... Done

Building dependency tree... Done

o phappromiens i choi e ont e i € it e Mo,
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client 172.17.0.3/53424

os = Linux 2.2.x-3.x

dist =0

params = generic

raw_sig = 4:64+0:0:1460:mss*44,7:nss,sok, ts,nop,ws:df,id+:0

-[ 172.17.0.3/53424 -> 192.99.200.113/80 (mtu) 1-

client = 172.17.0.3/53424
link = Ethernet or modem
raw_mtu = 1500

-[ 172.17.0.3/53424 -> 192.99.200.113/80 (syn+ack) 1-

server = 192.99.200.113/80

os 272

dist 22

parans = tos:0xe6

raw_sig = 4:42+22:0:1372:nss*20,7:mss,nop,nop,sok,nop,ws :d

-[ 172.17.0.3/53424 -> 192.99.200.113/80 (mtu) 1-

server 192.99.200.113/80
link =777
raw mtu = 1412
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.- 172.23.284.94/46586 -> 192.124.249.158/443 (syn+ack) 1-

192.124.249.158/443
277

server
o0s

dist 1
parans none
rau_sig = 4:63+1:8:1468:65228,7:nss,nop, us, sok, ts: :8

.- 172.23.284.94/46586 -> 192.124.249.158/443 (mtu) 1-

192.124.249.158/443
Ethernet or noden
1568

|
I server
I link
|
|

rau_ntu

“CL!] WARNING: User-initiated shutdoun.

A1l done. Processed 75 packets.
root@freeBSDJailsTestVM:~ # freebsd-version
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--- pof 3.09b by Michal Zalewski <lcamtuf@coredump.cx> ---

[+] Closed 1 file descriptor.

[+] Loaded 322 signatures from '/etc/pef/pef.fp'.
[+] Intercepting traffic on interface 'ethe'.

[+] Default packet filtering configured [+VLAN].
[+] Entered main event loop.

-[ 172.17.0.2/45296 -> 151.101.42.132/80 (syn) 1-

client = 172.17.0.2/45296
os = Linux 2.2.x-3.x
dist =0

parans = generic

raw_sig = 4:64+0:0:1460:mss*44,7:mss,sok, ts,nop,ws:df,id+:0
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Jjonathanlee@jonathanlee-Virtual-Machine:~$ sudo docker run -itd --rm --name osfi
ngerprint kalilinux/kali-rolling

Unable to find image 'kalilinux/kali-rolling:latest' locally

latest: Pulling from kalilinux/kali-rolling

29441601816c: Downloading  34.6MB/51.21MB
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jonathanlee@jonathanlee-Virtual-Machine:
ngerprint kalilinux/kali-rolling

Unable to find image 'kalilinux/kali-rolling:latest' locally

latest: Pulling from kalilinux/kali-rolling

29441601816¢: Pull complete

Diges: sha256:5e4a532e4f4e2d5838c486718773a57182b75fca323d589029c19d6d6F97d2cd
status: Downloaded newer image for kalilinux/kali-rolling:latest
64c466c23319c810e827242dcdbde31ad6403871ffd37beb09f6613461df34d2
jonathanlee@jonathanlee-Virtual-Machine:~$ |

$ sudo docker run -itd --rm --name osfi
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jonathanlee@jonathanlee-Virtual-Machine:~$ sudo docker run --tty --interactive k
alilinux/kali-rolling

E(root@aslfdbsﬁaf)r[[]

“ s
bin dev home 1ib32 1ibx32 mnt proc run srv W
boot etc 1ib 1ib64 media opt root sbin sys usr

var

[ (rootBastterbstaan)-[/] |
#

____ﬁ




