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Test procedure on pfSense 2.0 β5 (I use it because I need to manage more than one network on IPsec Phase 2) 

SonicWall
pfSense

192.168.0.138

192.168.0.251 – 192.168.0.254

yy.yy.yy.yy
xx.xx.xx.xx

192.168.10.254/24

192.168.150.1/24

pfSense2

192.168.0.254 – 192.168.0.139

192.168.150.2

192.168.150.130

 
The link in green carry the network 10.138.1.0/30. 
From the SonicWall, there’s only one IP from the outer network. 
192.168.150.0/24 is under NAT 10.138.1.1. 
Only the HTTP access on 192.168.150.130 is seen from 192.168.10.0/24 

pfSense Firewall 
I really need to add another interface, virtual IP doesn’t helped me there. 
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Now let’s place some rules 

 

 

pfSense2 firewall 
I place the IP address endpoint of the VPN: 

 

Routing 
Just adding the gateway 10.138.1.2 of the first pfSense for the netmask 192.168.10.0/24.  



pfSense : VPN with NAT 

 Page 3/4 

 

 

Firewall rules 

 

 

Nat rules 
Here, we define 10.138.1.1 port 80 is redirected to 192.168.150.130 port 80: 

 
And use the interface OPT1 for packets from our LAN to the outer LAN: 
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Testing 
1. Ping from 192.168.150.130 to 192.168.10.1 
2. HTTP communication from 192.168.150.130 to 192.168.10. 1 (we verify the correct content) 
3. Ping from 192.168.10.10 to 10.138.1.1 
4. HTTP communication from 192.168.10.10 to 10.138.1.1 (we verify the correct content) 

 
 
On the first pfSense : 

 
On the pfSense2 : 

 

Conclusion 
It’s just a test case before pfSense 2.1. 


