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16169 pfSense Bug Rules / NAT Resolved Normal NAT64 states have ``src`` and ``dst`` swapped in data returned by

pfSense PHP Module

Kristof Provost 05/05/2025 02:19 PM

16134 pfSense Feature PPP Interfaces Resolved Normal Support ``if_pppoe`` backend for PPPoE WAN interfaces Kristof Provost 04/09/2025 06:46 PM

16116 pfSense Bug Wake on LAN Resolved Very High Potential XSS in Wake on LAN page and widget Jim Pingle 05/16/2025 05:12 PM

16115 pfSense Bug IPsec Resolved Very High Potential XSS in IPsec Phase 1 Jim Pingle 05/16/2025 05:12 PM

16114 pfSense Bug Rules / NAT Resolved Very High Potential XSS in Firewall Schedules Jim Pingle 05/16/2025 05:12 PM

16031 pfSense Regression FreeBSD Resolved Low Some older ISA-based uart consoles do not function on development

snapshots around 25.03 or later

Luiz Souza 02/27/2025 08:35 PM

16021 pfSense

Packages

Todo FreeRADIUS New Low Improve input validation in the FreeRADIUS package GUI  01/27/2025 03:51 PM

16017 pfSense Docs Todo Backup / Restore Feedback Normal Update AutoConfigBackup docs to account for new changes Jim Pingle 02/24/2025 07:59 PM

16016 pfSense Todo Auto Configuration

Backup

Resolved Normal Change AutoConfigBackup default key generation format Jim Pingle 05/16/2025 05:13 PM

16015 pfSense Feature Auto Configuration

Backup

Resolved Normal Method to change the AutoConfigBackup device key Jim Pingle 02/03/2025 07:53 PM

16014 pfSense Feature Auto Configuration

Backup

Resolved Normal Download function for AutoConfigBackup entries Jim Pingle 02/02/2025 12:47 AM

16013 pfSense Todo Auto Configuration

Backup

Resolved Normal AutoConfigBackup code cleanup and GUI refresh Jim Pingle 04/01/2025 05:02 PM

16012 pfSense Bug Auto Configuration

Backup

Resolved Normal "Reset" button on AutoConfigBackup Restore tab does not submit the

form

Jim Pingle 02/02/2025 12:41 AM

16011 pfSense Bug Auto Configuration

Backup

Feedback Normal AutoConfigBackup remote revision timestamps may not be unique due to

batch uploads

Jim Pingle 01/27/2025 02:10 PM

16010 pfSense Bug Auto Configuration

Backup

Feedback Normal AutoConfigBackup scheduled backups always upload even when the

configuration has not changed

Jim Pingle 05/12/2025 03:02 PM

15934 pfSense Feature DHCP (IPv4) New Low Kea Lease Reclamation and Affinity Options (IPv4 and IPv6) Christian

McDonald

04/02/2025 01:27 PM

15927 pfSense Bug Auto Configuration

Backup

Resolved High Potential XSS in AutoConfigBackup backup list on ``services_acb.php`` Jim Pingle 05/16/2025 05:13 PM

15863 pfSense Todo Web Interface Resolved Normal Update nginx HTTP2 syntax Jim Pingle 12/10/2024 04:40 PM

15856 pfSense Bug OpenVPN Resolved High OpenVPN Status Page and Dashboard Widget use input values without

validation

Jim Pingle 05/16/2025 05:12 PM

15844 pfSense Bug Dashboard Resolved Very High Dashboard ``widgetkey`` values are not validated on save or load, can

lead to configuration corruption or other problems

Jim Pingle 05/16/2025 05:12 PM

15833 pfSense Regression Dynamic DNS Resolved Very Low Default Check IP Service enable/disable status not reflected on Check IP

Service List

Marcos M 11/12/2024 01:42 PM
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15824 pfSense

Packages

Bug haproxy Resolved Normal Build options on haproxy29 package do not match previous versions Marcos M 11/08/2024 03:45 PM

15794 pfSense Feature DHCP Relay New Low RFC 3527 option for DHCP Relay  10/21/2024 05:19 PM

15777 pfSense Bug Operating System Resolved Normal ``resizewin`` occasionally gets fed a spurious line feed over certain serial

console+client combinations

Jim Pingle 10/11/2024 07:06 PM

15776 pfSense Feature Aliases / Tables Resolved Normal System Aliases for various reserved networks Marcos M 04/01/2025 07:04 PM

15745 pfSense Feature Authentication New Normal Add User Manager Setting to control Remote Authentication fallback

behavior

 09/26/2024 12:56 PM

15702 pfSense Bug DHCP (IPv4) Resolved Very High IPv4 DHCP client responses may be routed unexpectedly out unrelated

WANs

Jim Pingle 11/26/2024 02:13 AM

15687 pfSense Regression Authentication Resolved Very High ``sshguard`` is not properly detecting GUI login failures Kristof Provost 03/26/2025 03:57 PM

15659 pfSense Feature DHCP (IPv4) New Normal Kea option for ``reservations-out-of-pool`` and associated input validation

(IPv4 and IPv6)

Christian

McDonald

03/18/2025 04:06 PM

15656 pfSense Feature DHCP (IPv4) Closed Normal Options to expose Kea REST API (IPv4 and IPv6) Christian

McDonald

12/10/2024 04:19 PM

15655 pfSense Feature DHCP (IPv4) New Normal Kea pre-allocation address-in-use check (IPv4 and IPv6)  07/29/2024 03:09 PM

15654 pfSense Feature DHCP (IPv4) Resolved Normal Kea Static ARP Support (IPv4 only) Christian

McDonald

12/10/2024 04:18 PM

15653 pfSense Feature DHCP (IPv4) New Normal Kea Dynamic DNS Support (IPv4 and IPv6) Christian

McDonald

02/11/2025 05:37 PM

15652 pfSense Feature DHCP (IPv6) Resolved Normal Kea DHCPv6 Prefix Delegation Support (IPv6 Only) Christian

McDonald

04/09/2025 05:54 PM

15651 pfSense Feature DHCP (IPv4) Resolved Normal Kea DNS Resolver (Unbound) Integration (IPv4 and IPv6) Christian

McDonald

04/09/2025 05:55 PM

15650 pfSense Feature DHCP (IPv4) New Normal Kea Feature Integration for parity with ISC DHCP  04/09/2025 05:54 PM

15637 pfSense Bug DHCP (IPv4) New Very Low Kea DHCP service control inconsistencies Christian

McDonald

12/09/2024 04:47 PM

15636 pfSense Feature High Availability New Low High Availability Status Changes Christian

McDonald

12/09/2024 04:47 PM

15597 pfSense Plus Bug Upgrade New Low Panic during upgrade may leave a ZFS Boot Environment in an unusual

state

Christian

McDonald

07/03/2024 02:56 PM

15540 pfSense

Packages

Regression System Patches Resolved High Cannot create new System Patches package custom entry on Plus

24.08/CE 2.8.0 Snapshots

Marcos M 10/11/2024 02:31 PM

15539 pfSense Plus Regression Rules / NAT Resolved High PF syntax error when ``pflow`` is present on ``block`` rules Marcos M 06/04/2024 07:02 PM

15525 pfSense Bug Diagnostics Resolved High File browser on ``diag_edit.php`` does not encode directory names

before display

Jim Pingle 11/26/2024 02:13 AM

15471 pfSense Bug PHP Interpreter Resolved High Memory leak in pfSense module function ``pfSense_get_ifaddrs()`` Jim Pingle 10/11/2024 02:31 PM

15469 pfSense

Packages

Regression Status_Monitoring Confirmed High RRD Graphs height is smaller than expected  01/27/2025 04:06 PM
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15459 pfSense

Packages

Bug LCDProc Closed Normal Memory leak affecting ``lcdproc_client.php``, eventually hits PHP memory

limit and crashes

Jim Pingle 05/07/2024 02:32 PM

15442 pfSense Bug User Manager /

Privileges

Resolved Normal CLI password check exits with a write access error when checking is a

read-only operation

Jim Pingle 10/11/2024 02:31 PM

15433 pfSense Plus Regression S.M.A.R.T. Resolved High ``smartmontools`` is not present on ARM builds (64 or 32 bit) Brad Davis 10/26/2024 12:22 PM

15423 pfSense Bug Interfaces Resolved Normal PHP error when applying interface settings if the ``/tmp/.interfaces.apply``

file is present but empty

Marcos M 10/11/2024 02:31 PM

15422 pfSense Feature Dashboard Resolved Low Show current boot method in System Information Dashboard widget Jim Pingle 10/11/2024 02:31 PM

15415 pfSense Feature Logging Resolved Normal Enhanced firewall log action information display Marcos M 05/07/2025 08:00 PM

15411 pfSense Bug System Logs New Low Hostname missing from logs in certain cases can cause the system log to

display in an unexpected manner

 03/13/2025 07:16 PM

15408 pfSense Todo Backup / Restore New Normal Reduce inconsistencies between Configuration History with/without ZFS

Boot Environments

Christian

McDonald

01/27/2025 04:12 PM

15373 pfSense Bug Dashboard Resolved Normal Firewall Logs Dashboard widget update interval does not behave as

expected

 10/19/2024 07:56 PM

15372 pfSense Plus Todo Upgrade New Normal Adjust LED patterns for Boot Environments 2.0  01/27/2025 04:15 PM

15342 pfSense Docs Todo User Management /

Authentication

Closed Normal Document differences due to password security changes Jim Pingle 09/12/2024 03:50 PM

15322 pfSense Feature Web Interface Resolved Normal 50x and 404 error handling to GUI web server configuration Jim Pingle 03/26/2024 07:14 PM

15310 pfSense Bug Diagnostics Resolved Normal Errors in ``status.php`` IPsec sections when IPsec is not configured Jim Pingle 03/05/2024 07:36 PM

15302 pfSense Todo Setup Wizard Resolved Normal Error handling in the Setup Wizard is very user-unfriendly Jim Pingle 03/26/2024 07:13 PM

15301 pfSense Bug Setup Wizard Resolved Urgent Setup Wizard WAN configuration form field problem Jim Pingle 03/05/2024 08:11 PM

15298 pfSense Feature Diagnostics Resolved Normal Add ``loader.conf.lua`` contents to ``status.php`` Jim Pingle 03/14/2024 07:17 PM

15297 pfSense Feature Diagnostics Resolved Normal Add EFI boot information to ``status.php`` Jim Pingle 03/14/2024 07:17 PM

15288 pfSense Bug Operating System Resolved Very High ``loader.conf`` may be missing ``loader_conf_files`` so ``loader.conf.lua``

may not be parsed

Jim Pingle 03/07/2024 04:07 PM

15266 pfSense Plus Todo Authentication Resolved High Prevent usage of the default password in User Manager accounts Jim Pingle 04/01/2024 12:56 PM

15265 pfSense Todo Web Interface Resolved Normal Remove ``jquery-treegrid`` unit testing files Jim Pingle 04/23/2024 04:09 PM

15264 pfSense Bug Diagnostics Resolved Normal ``crash_reporter.php`` displays PHP Error log without encoding Jim Pingle 04/23/2024 04:09 PM

15263 pfSense Bug PHP Interpreter Resolved Normal PHP error display formatting issues Jim Pingle 04/23/2024 04:09 PM

15256 pfSense Todo DNS Resolver Resolved Normal Upgrade Unbound to >= 1.19.1 Brad Davis 03/26/2025 03:57 PM

15250 pfSense

Packages

Bug haproxy Resolved Normal Potential XSS in HAProxy GUI when editing frontend listener actions or

backend pool ACL actions.

Jim Pingle 03/11/2024 12:58 PM

15224 pfSense Bug Auto Configuration

Backup

Resolved Very High ``services_acb_settings.php`` does not fully validate value of

``frequency``, uses value without encoding

Jim Pingle 04/23/2024 04:09 PM

15193 pfSense Docs New Content Firewall Rules Closed Normal Add documentation for new State Policy options Jim Pingle 01/30/2024 05:07 PM
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15192 pfSense Docs New Content Hardware Closed Normal Document new Speed Shift functionality Jim Pingle 01/26/2024 06:35 PM

15191 pfSense Docs New Content Firewall Rules Closed Normal Document new Packet Flow Data functionality (Plus Only) Jim Pingle 04/15/2024 01:33 PM

15188 pfSense Todo OpenVPN Resolved Normal Remove deprecated OpenVPN hardware crypto engine option Jim Pingle 02/02/2024 08:27 PM

15183 pfSense Feature Rules / NAT Resolved Normal Add per-rule option to set PF State Policy (if-bound vs floating) Jim Pingle 02/04/2024 03:02 AM

15176 pfSense Bug IPsec Resolved Normal Change Mobile IPsec RADIUS accounting to use

``accounting_requires_vip`` so accounting will not activate for non-mobile

VPNs

Jim Pingle 01/25/2024 12:44 PM

15173 pfSense Todo Rules / NAT Resolved Normal Add global option to set default PF State Policy (if-bound vs floating) Jim Pingle 03/01/2024 10:46 PM

15135 pfSense Bug DNS Resolver Resolved Normal Potential local file include vulnerability via DNS Resolver Python Module

Script include mechanism

Jim Pingle 04/23/2024 04:09 PM

15108 pfSense Bug Operating System Resolved Normal ``pfctl`` is unable to retrieve state creator list in certain circumstances Kristof Provost 01/17/2024 05:03 PM

15084 pfSense Bug Upgrade Resolved Normal Upgrading an EFI system installed to ZFS mirror does not upgrade EFI

loader on additional disks

Christian

McDonald

10/11/2024 02:31 PM

15083 pfSense Bug Installer Resolved High Installing to ZFS mirror does not format or populate EFI partition on

additional disks

Reid

Linnemann

10/11/2024 02:31 PM

15082 pfSense Bug Upgrade Closed Normal Upgrade fails due to unmounted EFI filesystem Christian

McDonald

04/12/2024 05:52 PM

15081 pfSense Bug Upgrade New Normal Upgrade fails due to undersized EFI filesystem Christian

McDonald

11/14/2024 07:24 PM

15054 pfSense Bug Operating System Resolved Normal Permissions on tmpfs RAM disk for ``/var`` are too lenient Jim Pingle 03/07/2024 02:32 PM

15050 pfSense Todo IPsec Resolved Normal Update strongSwan to 5.9.11_3 Jim Pingle 12/01/2023 04:18 PM

15049 pfSense Todo OpenVPN Resolved Normal Update OpenVPN to 2.6.8_1 Brad Davis 12/01/2023 04:18 PM

15042 pfSense Bug Rules / NAT Resolved Normal Potential TCP connection denial of service attack from spoofed RST

packets processed by PF

Kristof Provost 12/08/2023 07:58 PM

15039 pfSense Plus Feature Rules / NAT Closed Normal GUI to configure Packet Flow Data (``pflow``) export Jim Pingle 03/04/2024 06:06 PM

15038 pfSense Plus Feature Operating System Closed Normal Operating System support for PF ``pflow`` packet data flow export Kristof Provost 02/05/2024 08:09 PM

14990 pfSense Bug IPsec Resolved Normal IPsec log categories set to "Audit" do not function properly or save

properly in the GUI

Jim Pingle 11/28/2023 04:55 PM

14985 pfSense Todo OpenVPN Resolved Normal Update OpenVPN to 2.6.7 Brad Davis 11/29/2023 06:38 PM

14977 pfSense Bug DHCP (IPv4) Resolved Normal Kea fails to restart due to race between process termination and startup Christian

McDonald

11/26/2024 03:40 PM

14966 pfSense Regression Interfaces Resolved High DHCP WAN with multiple (2+) IP Alias VIPs may show ``0.0.0.0`` as an

interface address at boot

Reid

Linnemann

11/28/2023 05:03 PM

14936 pfSense Bug IPv6 Router

Advertisements

(radvd/rtsold)

Resolved Very Low ``radvd`` service shows as stopped in services list when it should be

disabled and hidden from that list

Jim Pingle 04/01/2024 06:11 PM

14897 pfSense Regression DHCP (IPv4) Resolved High DHCPv4 service stopped after applying interface settings when no

interfaces have DHCPv6 enabled

Jim Pingle 11/06/2023 03:22 PM
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14894 pfSense Plus Bug Console Menu New Normal Password protected console login prompt does not render properly on

4100/6100/8200 serial console

 05/08/2025 08:43 AM

14884 pfSense Bug DHCP (IPv6) Resolved Normal Kea service for IPv6 can show active even when no interfaces have

DHCPv6 enabled

Jim Pingle 11/06/2023 03:22 PM

14841 pfSense

Packages

Bug IPsec Profile Wizard Resolved High IPsec Profile Export for Apple is using incorrect encryption on PKCS#12

data, cannot import into macOS

Jim Pingle 10/13/2023 07:57 AM

14831 pfSense Bug IPsec Resolved Very Low IPsec rejects certificate without any SANs Jim Pingle 11/06/2023 03:22 PM

14819 pfSense Regression Build / Release Resolved Urgent File to trigger the wizard post-install is missing Brad Davis 11/06/2023 03:22 PM

14809 pfSense Bug Packet Capture Resolved Urgent ``packet_capture.php`` uses ``count`` and ``length`` values in command

execution without validation or encoding

Jim Pingle 11/06/2023 04:12 PM

14794 pfSense Regression Rules / NAT Resolved Urgent PHP error when adding firewall rule when the configuration contains no

separators

Jim Pingle 11/06/2023 03:22 PM

14791 pfSense Regression Build / Release Resolved High ``/etc/version.buildtime`` is not being updated on current snapshots Jim Pingle 11/06/2023 03:22 PM

14790 pfSense Todo Interfaces Resolved Normal Eliminate direct config access in ``interfaces.php`` Jim Pingle 11/06/2023 03:22 PM

14777 pfSense Feature Diagnostics Resolved Normal Status output plugin hook for packages to include their own data Jim Pingle 11/06/2023 03:22 PM

14762 pfSense Feature Certificates New Normal Support X25519 and X448 public key algorithms in certificates  04/18/2024 01:28 PM

14755 pfSense Regression Operating System Resolved Normal Intermittent core dump in ``ndp`` when visiting ``diag_ndp.php`` Christian

McDonald

11/06/2023 03:22 PM

14738 pfSense Bug CARP Resolved High IPsec restart in CARP event scripts does not check VIP properly and

never runs

Jim Pingle 11/06/2023 03:22 PM

14726 pfSense Feature IPsec Resolved Normal Show IPsec phase 1 authentication type in Mode column of tunnel list Jim Pingle 11/06/2023 03:22 PM

14713 pfSense Regression IPsec Resolved Very High Mobile IPsec not allocating address to connecting clients on dev

snapshots

Jim Pingle 11/06/2023 03:22 PM

14686 pfSense Todo OpenVPN Resolved Normal Check for deprecated OpenVPN encryption and digest options on

upgrade

Jim Pingle 11/06/2023 03:22 PM

14678 pfSense Regression Certificates Resolved Normal CA and Certificate renewal page does not properly list some SHA1

certificates as being weak

Jim Pingle 11/06/2023 03:22 PM

14677 pfSense Todo OpenVPN Resolved Normal Prevent weak SHA1 certificates from being used with OpenVPN clients

and servers

Jim Pingle 11/06/2023 03:22 PM

14672 pfSense Todo Web Interface Resolved Normal Prevent weak SHA1 certificates from being used with GUI and Captive

Portal

Jim Pingle 11/06/2023 03:22 PM

14667 pfSense Feature Logging Resolved Normal Improve SCTP support in ``filterlog`` Kristof Provost 11/06/2023 03:22 PM

14666 pfSense Feature IGMP Proxy New Normal Option to add automatic pass rules for IGMP Proxy which allow IP

options

 08/08/2023 03:36 PM

14665 pfSense Bug IGMP Proxy Resolved Normal IGMP Proxy cannot start on VirtIO (``vtnet``) interfaces Kristof Provost 11/06/2023 03:22 PM

14646 pfSense Bug OpenVPN Resolved Normal OpenVPN can select the wrong interface IP address when multiple

addresses are present

Jim Pingle 11/06/2023 03:22 PM

14641 pfSense Docs New Content Routing / Gateways Resolved Normal Add content about multipath routing Jim Pingle 10/23/2023 06:46 PM

05/17/2025 5/21



# Project Tracker Category Status Priority Subject Assignee Updated

14636 pfSense

Packages

Regression OpenVPN Client

Export

Resolved Normal "Legacy" strength PKCS#12 Export needs ``-legacy`` provider parameter

on OpenSSL command

Jim Pingle 11/06/2023 03:22 PM

14635 pfSense Regression Certificates Resolved Normal "Legacy" strength PKCS#12 Export needs ``-legacy`` provider parameter

on OpenSSL command

Jim Pingle 11/06/2023 03:22 PM

14609 pfSense Bug Upgrade Resolved Normal Update check in GUI does not always honor the configured proxy settings Jim Pingle 11/06/2023 03:22 PM

14592 pfSense

Packages

Bug ACME Resolved Normal Issues with ACME Private Key handling Jim Pingle 07/22/2023 12:09 PM

14576 pfSense Bug Rules / NAT Resolved Normal "Convert interface definitions" option is not respected when bulk copying

rules

Jim Pingle 11/06/2023 03:22 PM

14549 pfSense Bug Interfaces Resolved High Interface value is not properly validated when submitted on

``interfaces_gif_edit.php`` and ``interfaces_gre_edit.php``

Jim Pingle 11/06/2023 04:12 PM

14548 pfSense Bug System Logs Resolved Normal ``status_logs_filter_dynamic.php`` does not encode value of

``interfacefilter`` in raw mode

Jim Pingle 11/06/2023 04:12 PM

14547 pfSense Bug PPP Interfaces Resolved High ``getserviceproviders.php`` does not always validate value of

``$connection``, displays without encoding

Jim Pingle 11/06/2023 04:12 PM

14544 pfSense Bug PPP Interfaces Resolved Normal PPP interface default username/password are not being populated from

provider data on ``interfaces.php`` and ``interfaces_ppps_edit.php``

Jim Pingle 11/06/2023 03:22 PM

14517 pfSense Regression Logging Resolved High Log rotation is not active if the configuration contains an empty

``<syslog>`` section or if that section is not present

Jim Pingle 11/06/2023 03:22 PM

14418 pfSense

Packages

Regression RRD Summary Resolved Normal RRD Summary prints zero in all data fields Jim Pingle 01/06/2024 08:23 AM

14415 pfSense Regression Rules / NAT Resolved Normal Enable IPv6 over IPv4 tunneling option results in invalid PF rule Jim Pingle 06/06/2023 05:51 PM

14412 pfSense Regression Aliases / Tables Resolved Very High PHP error when attempting to bulk import Alias content Jim Pingle 06/13/2023 03:23 PM

14392 pfSense Bug Interfaces Resolved Normal ``find_interface_ipv6_ll()`` can return a VIP instead of the interface

address

Jim Pingle 11/06/2023 03:22 PM

14385 pfSense Plus Bug CARP Resolved Normal Unicast CARP VIPs do not communicate using IPv6 Link Local

Addresses

Kristof Provost 06/23/2023 02:32 PM

14375 pfSense Docs New Content Recipes Resolved Normal Add recipe for AT&T fiber ONT/Modem auth bridge setup Jim Pingle 09/21/2023 05:37 PM

14370 pfSense Regression Operating System Resolved Low Console and system log may contain unnecessary Netlink debug

messages from IPsec

Kristof Provost 08/08/2023 02:59 PM

14365 pfSense Regression Dashboard Resolved Normal PHP error in RSS widget after saving settings Jim Pingle 06/14/2023 04:14 PM

14359 pfSense Todo Web Interface New Very Low Reorganize Advanced Options  05/08/2023 07:10 PM

14352 pfSense Todo Virtual IP Addresses New Low Virtual IP address configuration input fields are handled inconsistently

between VIP types

 01/27/2025 04:12 PM

14348 pfSense Plus Feature CARP Resolved Very Low Add unicast CARP indication and peer address to CARP status Jim Pingle 08/22/2023 05:06 PM

14345 pfSense Bug Rules / NAT Resolved Normal Default tab on ``firewall_rules.php`` is not selected if the configuration

has no WAN interface

Christian

McDonald

06/21/2023 05:17 PM

14340 pfSense Plus Bug XMLRPC Resolved Normal Unicast CARP XMLRPC sync does not adjust CARP peer address when

sycnrhonizing

Jim Pingle 05/05/2023 06:39 PM
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14338 pfSense Regression Rules / NAT Resolved Normal PHP error from empty separator Jim Pingle 06/15/2023 06:28 PM

14335 pfSense Bug Rules / NAT Resolved Normal Associated firewall rule for NAT port forward does not inherit ``nosync``

property, gets synchronized

Jim Pingle 05/03/2023 03:55 PM

14334 pfSense Plus Regression Hardware / Drivers Closed Normal 2100/1100 PCIe bus devices are not recognized Luiz Souza 05/01/2023 03:51 PM

14322 pfSense Regression CARP Resolved High CARP password is not being respected on 23.05 snapshots Kristof Provost 05/01/2023 12:27 PM

14320 pfSense Plus Regression CARP Resolved Normal ``ifconfig -a`` prints CARP information for interfaces that do not have

CARP configured

Kristof Provost 05/01/2023 04:03 PM

14318 pfSense Docs New Content High Availability Resolved Normal Add docs for Unicast CARP (Plus only) Jim Pingle 05/05/2023 05:45 PM

14317 pfSense Docs New Content Firewall Rules Resolved Normal Add docs for Ethernet Filtering (Plus Only) Jim Pingle 09/21/2023 05:37 PM

14292 pfSense Plus Regression Hardware / Drivers Resolved Normal Status LEDs on the Netgate 1100 do not function properly Steve Wheeler 04/20/2023 09:53 AM

14291 pfSense Plus Feature Cryptographic

Modules

Closed Normal Support for cryptographic acceleration using the Multi-Buffer Crypto for

IPsec Library (IPsec-MB, IIMB)

Christian

McDonald

12/20/2023 02:19 AM

14265 pfSense Feature Authentication Resolved Normal Option to invalidate GUI login session if the client address changes Christopher

Cope

11/06/2023 03:22 PM

14264 pfSense Todo Authentication New Normal Consider lowering default session timeout from current default of four

hours (240m)

 04/10/2023 10:01 AM

14244 pfSense Bug Interfaces New Low ``get_interface_list()`` in ``util.inc`` does not always match the expected

device in ``dmesg``.

 04/07/2023 02:50 PM

14201 pfSense Todo OpenVPN Resolved Normal Remove deprecated NCP enable/disable toggle from OpenVPN Jim Pingle 04/11/2023 08:14 AM

14117 pfSense Bug PPP Interfaces Resolved Normal PHP Error on ``status_interfaces.php`` from PPP interface uptime Jim Pingle 06/14/2023 07:52 PM

14110 pfSense Docs Todo General Resolved Normal Clean up outdated references to "Factory" edition Jim Pingle 03/14/2023 12:02 PM

14103 pfSense Todo Diagnostics Resolved Normal Add more disk information to status output Jim Pingle 03/14/2023 08:50 AM

14098 pfSense Todo Rules / NAT Resolved Normal Match upstream changes in PF syntax to disable fragment disassembly Kristof Provost 04/17/2023 10:27 AM

14096 pfSense

Packages

Bug Status Traffic Totals Resolved Normal Status_Traffic_Totals does not work on snapshots due to sqlite change  04/11/2023 11:51 AM

14092 pfSense Bug Operating System Resolved Urgent Kernel panic when PF passes a large/fragmented ICMP6 packet Kristof Provost 06/14/2023 07:49 PM

14086 pfSense Regression Build / Release Resolved Normal Current snapshot builds missing most kernel modules that were on

previous builds/releases

Brad Davis 05/10/2023 12:22 PM

14072 pfSense Regression IPv6 Router

Advertisements

(radvd/rtsold)

Resolved Normal No working IPv6 gateway if upstream RA does not contain M or O flags

because rtsold does not execute script

Kristof Provost 06/14/2023 06:20 PM

14057 pfSense Regression Gateways Resolved High Dynamic gateway names use mixed case instead of upper case, leading

to configuration mismatches

Jim Pingle 06/14/2023 06:06 PM

14052 pfSense Bug Interfaces Resolved Urgent Bridge interface is not properly validated when submitted on

``interfaces_bridge_edit.php``

Jim Pingle 05/22/2023 11:28 PM

14016 pfSense Regression Operating System Resolved Normal FreeBSD default ``cron`` jobs are enabled when they should be disabled Jim Pingle 06/14/2023 07:49 PM

14015 pfSense Regression Aliases / Tables Resolved Normal Alias list is not sorted Jim Pingle 03/23/2023 07:56 AM
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14012 pfSense Plus Feature RRD Graphs New Normal ZFS memory usage graphs  02/24/2023 05:47 PM

14011 pfSense Todo Operating System Resolved Normal Update memory graphs to account for changes in memory reporting Jim Pingle 08/28/2023 12:31 PM

14010 pfSense Regression DHCP (IPv6) Resolved Normal Typo in ``filter.inc`` variable for DHCPv6 VLAN priority tag value Jim Pingle 06/13/2023 07:52 PM

13969 pfSense

Packages

Bug Status_Monitoring Resolved Normal Status_Monitoring ignores NAT states Jim Pingle 04/12/2023 07:21 AM

13966 pfSense Regression RRD Graphs Resolved Normal RRD update script does not parse state data properly Reid

Linnemann

06/15/2023 12:42 PM

13965 pfSense Regression DHCP (IPv4) Resolved Normal Automatic DHCP failover firewall rules are not present in the ruleset when

failover is active

Jim Pingle 06/13/2023 07:43 PM

13946 pfSense Bug Translations Resolved Normal Polish translation contains an invalid ``sprintf()`` format in the text for

``firewall_nat_out_edit.php``

Christian

McDonald

06/20/2023 05:35 PM

13944 pfSense Regression XMLRPC Resolved Normal PHP error in ``flock()`` during certain XMLRPC operations Christian

McDonald

02/07/2023 08:18 AM

13938 pfSense Bug FreeBSD Resolved Normal Kernel panic accessing the GUI over IPsec in certain environments when

using nginx ``sendfile`` with unmapped mbufs

Christian

McDonald

04/14/2023 03:17 PM

13937 pfSense Bug RRD Graphs New Normal New OpenVPN entries are not immediately reflected in RRD graphs  01/27/2025 04:12 PM

13936 pfSense

Packages

Bug Status_Monitoring Resolved Normal PHP error from RRD Graphs when attempting a query a newly created

empty database

Christopher

Cope

04/22/2023 05:38 AM

13935 pfSense Bug Backup / Restore Resolved Low RRD restore process does not sanitize filenames from backup XML Jim Pingle 03/06/2023 07:24 AM

13917 pfSense

Packages

Todo OpenVPN Client

Export

Resolved Normal OpenVPN Client Export: Integrate OpenVPN 2.6.0 Jim Pingle 07/13/2023 01:52 PM

13897 pfSense

Packages

Bug IPsec Profile Wizard Resolved Normal IPsec Profile Wizard/Windows: Generated script adds an invalid route

command for ``0.0.0.0/0``

Jim Pingle 02/08/2023 08:37 AM

13892 pfSense

Packages

Regression Status_Monitoring Resolved Normal PHP error from ``status_monitoring.php`` with empty OpenVPN servers Jim Pingle 02/07/2023 08:13 AM

13878 pfSense

Packages

Bug IPsec Profile Wizard Resolved Normal IPsec Profile Wizard/Apple: Generated profile does not contain the

correct ``AuthenticationMethod`` for IKEv2 EAP configurations

Jim Pingle 04/29/2023 10:33 AM

13877 pfSense

Packages

Bug IPsec Profile Wizard Resolved Normal IPsec Profile Wizard/Windows: IKEv2 VPN using GCM configured by the

generated script fails to connect with "The IPsec cipher transform is not

compatible with the policy"

Jim Pingle 01/27/2023 10:51 AM

13876 pfSense Regression Backup / Restore Resolved Normal PHP error on diag_backup.php with no packages installed Jim Pingle 01/17/2023 10:20 AM

13861 pfSense Regression Backup / Restore Resolved High Configuration history restores revision no matter which option is clicked in

confirmation dialog

Jim Pingle 01/17/2023 10:21 AM

13833 pfSense Regression Configuration

Backend

Resolved High Cron jobs are not removed by ``install_cron_job`` when set inactive as

they should be

Jim Pingle 01/06/2023 07:32 AM

13825 pfSense Docs New Content Troubleshooting Closed Normal Add docs for installing/using a debug kernel Jim Pingle 01/13/2023 11:46 AM

13824 pfSense Plus Regression Dashboard Resolved Normal CPU/Crypto Detection for the 3100 is not functioning properly Jim Pingle 03/13/2023 01:10 PM

13779 pfSense Plus Regression Dashboard Resolved Normal SafeXcel support is built into the aarch64 kernel on snapshots instead of

being a module

Brad Davis 01/03/2023 10:19 AM

05/17/2025 8/21
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13776 pfSense Bug Translations Resolved Normal Some functions fail if the Language does not exactly match an available

Locale

Jim Pingle 11/06/2023 03:22 PM

13775 pfSense

Packages

Bug Status Traffic Totals Resolved Normal Status Traffic Totals PHP error on dev snapshots w/PHP 8.1 Jim Pingle 12/21/2022 07:56 AM

13774 pfSense

Packages

Bug PIMD Resolved Normal PIMD Interfaces drop-down empty on dev snapshots w/PHP 8.1 Jim Pingle 12/21/2022 07:48 AM

13773 pfSense

Packages

Bug Mail report Resolved Normal Include file of mail reports package changed path and filename but one

file requiring it did not follow

Jim Pingle 12/22/2022 10:46 AM

13757 pfSense Regression Authentication Resolved Very High Circular dependency issue in ``auth.inc``/``authgui.inc`` Jim Pingle 01/11/2023 02:23 PM

13735 pfSense Regression UPnP IGD & PCP Resolved Normal UPnP service status is incorrect when disabled Jim Pingle 12/09/2022 10:03 AM

13731 pfSense Todo Diagnostics Resolved Low Add multicast group membership (``ifmcstat``) to ``status.php`` Jim Pingle 12/08/2022 08:08 AM

13718 pfSense Todo Authentication Resolved Normal Improve LDAP debugging Jim Pingle 12/08/2022 07:55 AM

13716 pfSense Bug FreeBSD Resolved Normal CVE-2022-23093 / FreeBSD-SA-22:15.ping  12/12/2022 02:51 PM

13710 pfSense Feature Certificates New Low Support UTF-8 CA/Certificate subject components  01/27/2025 04:12 PM

13685 pfSense Regression Aliases / Tables Resolved Urgent URL alias parsing is broken, gets stuck in infinite loop reading

downloaded file

Jim Pingle 12/02/2022 02:16 PM

13674 pfSense Plus Bug Dashboard Resolved Normal QAT detection on dashboard is incorrect if the driver does not attach Jim Pingle 12/07/2022 03:06 PM

13664 pfSense Plus Bug OpenVPN Resolved Normal GUI allows configuring OpenVPN DCO with incompatible options (TCP,

compression, TAP, net30)

Jim Pingle 12/08/2022 01:23 PM

13649 pfSense Plus Feature OpenVPN Resolved Normal Support for ChaCha20-Poly1305 and AES-128-GCM encryption with

OpenVPN DCO

Jim Pingle 12/12/2022 07:32 AM

13648 pfSense Todo IPsec Resolved Normal Remove deprecated IPsec algorithms (3DES, Blowfish, and CAST 128

encryption; MD5 HMAC/Hashing)

Jim Pingle 12/08/2022 02:13 PM

13647 pfSense Feature IPsec Resolved Normal Support for ChaCha20-Poly1305 encryption with IPsec Kristof Provost 11/10/2022 12:33 PM

13576 pfSense

Packages

Todo OpenVPN Client

Export

Resolved Normal Remove OpenVPN Shared Key Export Jim Pingle 11/03/2022 09:12 AM

13574 pfSense Bug Authentication Resolved High Extra remote address information can confuse ``sshguard`` Jim Pingle 02/15/2023 11:21 AM

13491 pfSense Plus Regression Operating System Resolved High Crypto devices are not detected on current snapshots because the format

of pciconf has changed

Kristof Provost 11/18/2022 10:05 AM

13460 pfSense Regression Interfaces Closed Normal Panic with netgraph interfaces Mateusz Guzik 01/11/2023 02:21 PM

13445 pfSense Bug Rules / NAT Resolved Low ``easyrule`` CLI script has multiple bugs and undesirable behaviors Jim Pingle 12/16/2022 08:05 AM

13426 pfSense Bug Diagnostics Resolved High ``status.php`` uses ``<name>`` component of

``/tmp/rules.packages.<name>`` filenames in shell command without

encoding

Jim Pingle 02/15/2023 11:21 AM

13425 pfSense Bug Aliases / Tables Resolved High Invalid alias name can still be used by code attempting to validate URL

table content

Jim Pingle 02/15/2023 11:21 AM

13424 pfSense Bug Certificates Resolved Very High CRL expiration date with default lifetime is too long, goes past UTCTime

limit

Jim Pingle 10/11/2022 02:41 PM

05/17/2025 9/21
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13401 pfSense Docs New Content General Resolved Normal Best practices doc for rotating credentials and keys Jim Pingle 11/05/2022 01:09 AM

13394 pfSense Regression Operating System Resolved High ``ASN1_NULL.php`` missing from package build of

``security/php-openssl_x509_crl`` on snapshots

Christian

McDonald

10/11/2022 02:41 PM

13387 pfSense Bug Certificates Resolved High Input validation is not rejecting invalid description characters when editing

a CA or Certificate

Jim Pingle 02/15/2023 11:21 AM

13369 pfSense Docs Todo General Resolved Normal Standardize mentions of macOS Jim Pingle 08/24/2022 07:24 AM

13308 pfSense Bug Rules / NAT Resolved Low The ``negate_networks`` table is duplicated in ``rules.debug`` Jim Pingle 06/15/2023 06:23 PM

13307 pfSense Bug PPP Interfaces Resolved High PPP interface custom reset date/time Hour and Minute fields do not

properly handle ``0`` value

Jim Pingle 12/03/2022 12:27 PM

13299 pfSense

Packages

Bug Cron Resolved Normal Cron package needs basic input validation and output encoding Jim Pingle 06/24/2022 11:21 AM

13289 pfSense Bug Backup / Restore Resolved Low Attempting to restore a 0 byte ``config.xml`` prints an error that the file

cannot be read

Christopher

Cope

10/11/2022 02:40 PM

13274 pfSense Regression OpenVPN Resolved High OpenVPN override IPv4 tunnel network field changing value improperly Jim Pingle 06/17/2022 07:02 AM

13272 pfSense Bug Captive Portal Resolved Very Low Voucher CSV output has leading space before voucher code Jim Pingle 10/11/2022 02:40 PM

13262 pfSense Bug Diagnostics Resolved Normal File browser on ``diag_edit.php`` does not encode filenames before

display

Jim Pingle 02/15/2023 11:21 AM

13257 pfSense Bug Certificates Resolved High Exporting a PKCS#12 file from the certificate manager does not use the

intended encryption algorithm

Jim Pingle 10/11/2022 02:40 PM

13255 pfSense

Packages

Todo OpenVPN Client

Export

Resolved Normal Set PKCS#12 algorithm when exporting OpenVPN ZIP or Windows

bundles

Jim Pingle 07/13/2023 01:53 PM

13253 pfSense Bug DHCP (IPv6) Resolved Normal ``dhcp6c`` is not restarted when applying settings when multiple WANs

are configured for DHCP6

Jim Pingle 06/13/2023 07:48 PM

13250 pfSense Todo DHCP (IPv4) Resolved Very Low Clean up DHCP Server option language Jim Pingle 12/05/2022 07:30 AM

13243 pfSense Bug OpenVPN Resolved Normal OpenVPN status for multi-user VPN shows info icon to display RADIUS

rules when there are none to display

Marcos M 10/11/2022 02:40 PM

13240 pfSense Bug Rules / NAT Resolved Normal User is forced to pick an NPt destination IPv6 prefix length even when

choosing a drop-down entry which contains a defined prefix length

Jim Pingle 06/15/2023 06:21 PM

13229 pfSense Docs Todo Captive Portal Resolved Normal Update documentation for IPFW to PF transition for Limiters and Captive

Portal

Jim Pingle 08/24/2022 09:50 AM

13228 pfSense Bug Gateways Resolved Normal Recovering interface gateway may not be added back into gateway

groups and rules when expected

Jim Pingle 12/20/2022 12:38 PM

13223 pfSense Docs New Content Routing / Gateways Resolved Normal Document new gateway state killing behavior Jim Pingle 08/24/2022 09:49 AM

13212 pfSense Regression Captive Portal Resolved High Captive Portal redirect not working if HTTPS login is enabled Reid

Linnemann

05/26/2022 10:49 AM

13211 pfSense Docs New Content OpenVPN Resolved Normal OpenVPN DCO Documentation Jim Pingle 08/24/2022 09:51 AM

13205 pfSense Docs New Content Backup / Restore Resolved Normal ZFS Boot Environment documentation Christian

McDonald

08/24/2022 09:51 AM

05/17/2025 10/21
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13189 pfSense Plus Todo OpenVPN Resolved Normal Input validation should reject the combination of DCO and P2P mode Jim Pingle 06/28/2022 12:04 PM

13183 pfSense Plus Regression Dashboard Resolved High ZFS module is loaded on systems without ZFS Christian

McDonald

06/28/2022 12:04 PM

13174 pfSense Bug User Manager /

Privileges

Resolved Very Low Icon missing for user manager entries with a scope other than "user" Jim Pingle 05/19/2022 07:13 AM

13163 pfSense Regression Package System Resolved Low Incorrect variable in package error message results in "Array" being

printed instead of package name

Jim Pingle 05/31/2022 01:48 PM

13157 pfSense Bug Backup / Restore Resolved Low PHP error restoring DHCP lease data on fresh installation: Viktor Gurov 05/17/2022 02:39 PM

13155 pfSense Regression Rules / NAT Resolved Normal Rule labels in pftop output are not correct Jim Pingle 05/31/2022 02:00 PM

13129 pfSense Todo OpenVPN Resolved Normal OpenVPN status page improvements Jim Pingle 05/31/2022 01:55 PM

13123 pfSense Regression Captive Portal Resolved High PHP error from Captive Portal at boot on current development snapshots Jim Pingle 05/11/2022 12:13 PM

13122 pfSense Regression Captive Portal Resolved High PHP error from Captive Portal status on current development snapshots Jim Pingle 05/11/2022 12:27 PM

13116 pfSense Bug OpenVPN Resolved Normal OpenVPN client ``tls-client``/``client`` configuration directive not handled

properly

Jim Pingle 05/31/2022 02:06 PM

13106 pfSense Regression Rules / NAT Resolved Normal ``pfanchordrill`` treating errors as anchor names Jim Pingle 05/11/2022 03:20 PM

13080 pfSense Bug FreeBSD Resolved Very Low Cannot set EFI console as primary console when using both EFI and

Serial

Jim Pingle 06/13/2023 02:08 PM

13071 pfSense Bug IPsec Resolved Normal Delete function for IPsec SAD entries on ``status_ipsec_sad.php`` does

not work

Jim Pingle 04/22/2022 12:10 PM

13060 pfSense Bug Aliases / Tables Resolved High Potential XSS from URL and URL Table alias URLs Jim Pingle 02/15/2023 11:21 AM

13058 pfSense Todo Rules / NAT New Normal Add static routes and directly connected networks back to policy route

negation rules

 04/13/2022 08:05 AM

13054 pfSense Feature Package System Resolved Normal Package plugin hook for web server configuration stanzas Jim Pingle 05/02/2023 02:50 PM

13015 pfSense Bug Rules / NAT Resolved Normal NAT generates duplicate ``no nat on`` rules for port forwards with a

destination of ``Any``

Viktor Gurov 04/11/2022 07:43 AM

13012 pfSense Bug Rules / NAT Resolved High NAT Reflection generates duplicate rules when internal interface contains

multiple VIPs in the same subnet

Viktor Gurov 04/11/2022 07:29 AM

13011 pfSense Regression Operating System Resolved Urgent Ruleset can fail to load on snapshot from March 31st Mateusz Guzik 05/11/2022 03:17 PM

12981 pfSense Todo OpenVPN Resolved Normal Warn about OpenVPN shared key deprecation Jim Pingle 04/08/2022 03:11 PM

12980 pfSense Docs Todo OpenVPN Resolved Normal Add warnings against OpenVPN Shared Key mode Jim Pingle 08/24/2022 09:49 AM

12971 pfSense Regression Rules / NAT Resolved Normal Firewall rule usage counters showing 0/0 after latest pf merge Kristof Provost 03/28/2022 09:25 AM

12960 pfSense Bug Web Interface Resolved Normal VGA install defaults to serial as primary console when loading/saving

admin GUI settings without making changes

Jim Pingle 12/09/2022 10:35 AM

12942 pfSense Bug Gateways Resolved Normal Code to kill states for old gateway when reconnecting an interface is

incorrect

Marcos M 02/10/2024 10:56 PM

12931 pfSense Feature Gateways Resolved Low Retain knowledge of previous dynamic gateway IP address when

interface is down

Jim Pingle 04/30/2022 05:26 PM

05/17/2025 11/21
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12912 pfSense

Packages

Bug ACME Resolved Normal ACME is failing to fully issue a new certificate Jim Pingle 03/13/2022 11:46 AM

12910 pfSense Docs Todo VPN Closed Normal Add warning to VTI and OpenVPN assignment docs about automatic

default gateway

Jim Pingle 03/11/2022 10:42 AM

12908 pfSense Docs Todo Configuration Closed Normal Add notes to e-mail notification docs about Gmail App Passwords Jim Pingle 03/11/2022 10:15 AM

12897 pfSense Regression Backup / Restore Resolved Normal Attempting to decrypt an encrypted backup with the wrong password

makes the GUI timeout

Jim Pingle 03/31/2022 03:47 PM

12886 pfSense

Packages

Todo ACME Closed Normal Update acme.sh from upstream Jim Pingle 03/02/2022 02:01 PM

12880 pfSense Docs Todo Backup / Restore Closed Normal Update remote backup wget/curl examples to include new form fields Jim Pingle 02/28/2022 10:18 AM

12868 pfSense Bug Operating System Resolved Normal Output from ``pfctl -vvsr`` does not include ``ridentifier`` value in the

expected location

Kristof Provost 03/31/2022 12:23 PM

12855 pfSense Feature Authentication Resolved Normal GUI option to select the user password hashing algorithm Jim Pingle 03/31/2022 12:43 PM

12816 pfSense Regression Dynamic DNS Resolved Normal Namecheap Dynamic DNS responses are not parsed properly Jim Pingle 12/07/2022 02:05 PM

12809 pfSense Feature Installer Resolved Very Low Recover existing SSH keys during installation Jim Pingle 05/20/2022 03:05 PM

12775 pfSense Bug Services Resolved Normal NTP service is not listed on ``status_services.php`` unless ``config.xml``

contains NTP configuration data

Jim Pingle 02/16/2022 06:23 AM

12769 pfSense Bug NTPD Resolved Normal ZFS installations without an RTC battery boot with clock at BIOS/EFI

default value because they do not receive initial clock value from

filesystem data

Jim Pingle 02/07/2022 03:34 PM

12735 pfSense Bug Interfaces Resolved Normal Interface status "Total Interrupts" display is non-functional Viktor Gurov 03/31/2022 03:07 PM

12725 pfSense Bug Package System Closed High Potential XSS in ``pkg.php`` via ``pkg_filter`` Jim Pingle 02/14/2022 07:14 AM

12713 pfSense Bug Package System Resolved Normal PHP error on ``pkg_mgr_install.php`` when multiple instances are

running

Jim Pingle 01/25/2022 12:21 PM

12704 pfSense Docs Todo Troubleshooting Closed Normal Add more HA DHCP troubleshooting info Jim Pingle 03/15/2022 10:04 AM

12703 pfSense Bug Operating System Resolved Very Low pf ``hostid`` value is handled inconsistently Kristof Provost 03/17/2022 07:32 AM

12702 pfSense Feature High Availability Resolved Normal Use consistent pf host ID and add GUI option to set a custom host ID in

state synchronization settings

Jim Pingle 03/31/2022 02:50 PM

12701 pfSense Todo CARP Resolved Normal Reorganize CARP status page Jim Pingle 05/31/2022 01:50 PM

12698 pfSense Regression Diagnostics Resolved High ARP table interface column empty for entries on unassigned interfaces Jim Pingle 01/21/2022 08:41 AM

12677 pfSense Bug OpenVPN Closed Very High OpenVPN form validation issues Jim Pingle 02/14/2022 07:14 AM

12666 pfSense Regression Web Interface Resolved High Default password warning is not displayed for new installs Jim Pingle 01/10/2022 07:45 AM

12660 pfSense Regression Rules / NAT Resolved High High CPU usage due to incorrect gateway on some policy routed states Kristof Provost 01/21/2022 09:16 AM

12624 pfSense Todo UPnP IGD & PCP Resolved Very Low Reorganize UPnP options Viktor Gurov 02/24/2022 12:34 PM

12550 pfSense Regression IPsec Resolved Normal PHP ``foreach`` error in IPsec status Viktor Gurov 01/21/2022 08:57 AM

12549 pfSense Regression IPsec New Normal Per-user Mobile IPsec settings are not applied to connecting mobile

clients

Jim Pingle 10/04/2024 02:45 PM

05/17/2025 12/21
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12548 pfSense Bug Operating System Resolved Normal Kernel panic in ``nd6_dad_timer()`` Mateusz Guzik 01/04/2022 03:11 PM

12432 pfSense Docs New Content DNS Closed Normal Add documentation for DNS Resolver Status page Jim Pingle 10/29/2021 07:36 AM

12431 pfSense Todo Web Interface Resolved Normal GUI pages should use ``POST`` for AJAX calls, not ``GET`` Jim Pingle 06/20/2023 06:56 PM

12417 pfSense Docs New Content IPsec Closed Normal Add section to IPsec troubleshooting for VTI tunnels not reconnecting Jim Pingle 10/06/2021 03:38 PM

12404 pfSense Docs Todo Administrivia Closed High LaTeX Error: Too deeply nested. Jim Pingle 09/24/2021 03:33 PM

12403 pfSense

Packages

Bug WireGuard Resolved Normal WireGuard tunnel and peer edit pages do not prevent browser auto-fill Christian

McDonald

02/07/2022 12:39 PM

12398 pfSense Regression IPsec Resolved High "Expiration and Replacement" section is shown twice when editing a

mobile IPsec phase 2 entry

Jim Pingle 10/28/2021 01:42 PM

12397 pfSense Feature IPsec Resolved Very Low Distinguish between policy-based and route-based entries on IPsec

status SPD tab

Jim Pingle 11/29/2021 08:47 AM

12388 pfSense Bug Captive Portal Resolved Normal Captive Portal input validation for "After authentication Redirection URL"

and "Blocked MAC address redirect URL" is swapped

Viktor Gurov 10/28/2021 01:43 PM

12372 pfSense Docs Todo Installation /

Upgrades

Resolved Normal Update "Download" documentation Jim Pingle 09/15/2021 01:07 PM

12368 pfSense Bug Dashboard Closed Low Disk widget alignment issue when only two items are in the list Christian

McDonald

10/27/2021 11:59 AM

12361 pfSense Bug Rules / NAT Resolved Normal NAT rule overlap detection does not check special networks Marcos M 10/13/2021 10:53 AM

12357 pfSense Bug Captive Portal New Normal Captive Portal popup Logout button loads full login page in popup when

clicked

 10/27/2021 12:10 PM

12355 pfSense Bug Captive Portal Closed Normal Captive Portal database and ``ipfw`` rules are out of sync after unclean

shutdown

Viktor Gurov 02/14/2022 07:09 AM

12345 pfSense Regression Captive Portal Resolved Urgent Captive Portal users cannot get past portal even after successfully

logging in

Kristof Provost 11/08/2021 09:40 AM

12335 pfSense Bug IPsec New Normal IPsec DNS inefficiency  01/27/2025 04:12 PM

12333 pfSense Regression DNS Resolver Resolved High DNS resolver using incorrect variable name when making ACL for

OpenVPN IPv6 Tunnel Network

Jim Pingle 10/27/2021 11:59 AM

12328 pfSense Bug IPsec Resolved High IPsec VTI interface remote endpoint is not resolved the correct way Jim Pingle 01/21/2022 09:27 AM

12315 pfSense Bug IPsec Resolved High IPsec tunnels using a gateway group do not get reloaded in some cases Jim Pingle 01/25/2022 12:08 PM

12314 pfSense Todo Web Interface Resolved Normal Convert help shortcut links to server-side redirects Jim Pingle 10/27/2021 11:59 AM

12306 pfSense Regression Certificates Resolved Urgent Certificate info block has CA info, not certificate info Jim Pingle 10/27/2021 11:59 AM

12299 pfSense Todo Configuration

Upgrade

Resolved Normal Update default ``config.xml`` Jim Pingle 10/27/2021 11:59 AM

12298 pfSense Bug IPsec Resolved High IPsec manual initiation and termination should use a timeout value or

forced actions

Jim Pingle 10/27/2021 11:59 AM

12289 pfSense Todo IPsec Resolved Normal Update "IPsec Filter Mode" option values and help text to reflect that VTI

mode also helps transport mode (e.g. GRE)

Jim Pingle 10/27/2021 11:59 AM

05/17/2025 13/21
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12288 pfSense Regression Interfaces Closed High GRE and GIF tunnel inside addresses are missing at the OS level after

applying changes on assigned interfaces

Viktor Gurov 01/21/2022 08:54 AM

12287 pfSense Regression Rules / NAT Resolved Very High State table entry rule ID does not contain the expected value Kristof Provost 10/27/2021 11:59 AM

12265 pfSense Todo Operating System Resolved High Improve uses of ``grep`` which utilize user-supplied patterns Jim Pingle 02/14/2022 07:14 AM

12257 pfSense Bug Routing Resolved Urgent Route data collection method on ``diag_routes.php`` has multiple issues Jim Pingle 02/14/2022 07:14 AM

12228 pfSense Regression Operating System Resolved Urgent States table content in GUI is corrupted/invalid on snapshots Mateusz Guzik 10/27/2021 11:59 AM

12219 pfSense Bug OpenVPN Resolved Normal Prevent using OpenVPN "Inactive" option with point-to-point modes Jim Pingle 10/27/2021 11:59 AM

12218 pfSense Todo OpenVPN Resolved Very Low Move "Description" option on OpenVPN server and client pages to top of

the page, show internal instance ID

Jim Pingle 11/01/2021 08:54 AM

12217 pfSense Regression Captive Portal Resolved Very High Kernel panic in IPFW when using Captive Portal Kristof Provost 01/21/2022 08:50 AM

12201 pfSense Plus Todo Operating System Closed Normal Native hardware package builds for 32-bit ARM Renato Botelho 08/04/2021 10:34 AM

12191 pfSense Bug NTPD Resolved Urgent File overwrite in ``services_ntpd_gps.php`` via ``gpsport`` parameter Jim Pingle 02/14/2022 07:14 AM

12189 pfSense Bug IPsec Resolved Normal IPsec status shows connect buttons while tunnel is connecting Jim Pingle 10/27/2021 11:59 AM

12182 pfSense Docs Todo IPsec Closed Normal Update IPsec to match recent changes Jim Pingle 10/29/2021 07:35 AM

12181 pfSense Feature IPsec Resolved Normal Add connect/disconnect buttons to IPsec dashboard widget Jim Pingle 10/27/2021 11:59 AM

12170 pfSense Bug Interfaces Resolved Normal Interface assignment mismatch is not detected if VLAN-only parent

interface is removed

Viktor Gurov 01/27/2022 12:26 PM

12169 pfSense Feature IPsec Resolved Normal IPsec keep alive option to initiate phase 2 without using ICMP Jim Pingle 10/27/2021 11:59 AM

12145 pfSense Todo Operating System Resolved Normal Convert RAM disks to ``tmpfs`` Jim Pingle 01/21/2022 09:09 AM

12144 pfSense Bug Operating System In Progress Normal Bug in ``df -t`` filtering if two filesystems use the same mountpoint Mateusz Guzik 09/10/2021 10:07 AM

12092 pfSense Feature Rules / NAT Closed Very Low Utilize new ``pfctl`` abilities to kill states Jim Pingle 05/31/2022 01:49 PM

12075 pfSense Bug XMLRPC Resolved High Changes to an existing IPsec configuration are not applied on HA

secondary after XMLRPC sync

Viktor Gurov 10/27/2021 11:59 AM

12069 pfSense Regression Rules / NAT Resolved Urgent Panic in ``pfctl`` with large numbers of states Kristof Provost 01/21/2022 09:17 AM

12060 pfSense Todo Build / Release Resolved Normal Remove deprecated ``libzmq`` code and references Renato Botelho 10/27/2021 11:59 AM

12051 pfSense Todo XMLRPC Resolved Normal XMLRPC client improvements Jim Pingle 01/21/2022 09:20 AM

12045 pfSense Regression Operating System Resolved Urgent High CPU usage and slowness with ``pfctl -ss`` Kristof Provost 06/18/2021 08:27 AM

12044 pfSense Todo IPsec Resolved Normal Improve IPsec identifier settings Jim Pingle 10/27/2021 11:59 AM

12037 pfSense Regression SNMP Closed Normal Built-in SNMP daemon does not return values for

BEGEMOT-PF-MIB::pfLabels on latest build

Kristof Provost 10/27/2021 11:59 AM

12028 pfSense Regression SNMP Resolved Normal SNMP daemon issues with pf nvlist changes Kristof Provost 10/27/2021 11:59 AM

12027 pfSense

Packages

Bug FreeRADIUS Closed Normal FreeRADIUS 3.0.22 removed LEAP, package fails to start Jim Pingle 06/14/2021 07:30 AM

12024 pfSense Regression Rules / NAT Closed Normal State table data in GUI does not show the expected interface after latest

pf merge

Luiz Souza 10/27/2021 11:59 AM
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12013 pfSense Bug Logging New Low Reading log data is inefficient in certain cases  06/08/2021 07:35 AM

12012 pfSense Todo Logging Resolved Normal Improve log settings help text for file size, compression, and retention

count

Jim Pingle 10/27/2021 11:59 AM

12011 pfSense Feature Logging Closed Normal Disable log compression on new installations when ``/var/log`` is a ZFS

dataset with compression enabled

Viktor Gurov 01/21/2022 09:07 AM

12005 pfSense Regression Installer Closed Normal ``Recover config.xml`` installer option does not work after default ZFS

pool name change

Jim Pingle 10/27/2021 11:59 AM

12004 pfSense Plus Todo PHP Interpreter Resolved Normal Disable PCRE JIT to work around PHP PCRE crashes on multi-core

32-bit ARM systems

Jim Pingle 08/02/2021 03:16 PM

11995 pfSense Plus Regression UPnP/NAT-PMP Closed High UPnP/NAT-PMP not functioning on 32-bit ARM Renato Botelho 08/24/2021 07:46 AM

11994 pfSense Regression Rules / NAT Closed Normal Firewall rule usage counters showing 0/0 after latest pf merge Luiz Souza 10/27/2021 11:59 AM

11983 pfSense Todo Diagnostics Resolved Normal Hide "Reboot and run a filesystem check" for ZFS systems Viktor Gurov 10/27/2021 11:59 AM

11982 pfSense Regression Rules / NAT Resolved Normal Outbound NAT does not create automatic equivalent rules when

switching from Automatic to Manual mode

 10/27/2021 11:59 AM

11981 pfSense Regression Rules / NAT Closed Normal Duplicating Outbound NAT rule does not carry over contents of the

source rule

 10/27/2021 11:59 AM

11968 pfSense Feature Interfaces Resolved Normal VLAN list sorting Jim Pingle 10/27/2021 11:59 AM

11946 pfSense Bug Backup / Restore Closed Normal Custom value for AutoConfigBackup schedule Hours is not shown when

loading the settings page

Viktor Gurov 10/27/2021 11:59 AM

11933 pfSense Todo IPsec Resolved Normal PC/SC Smart Card Daemon ``pcscd`` running on all devices at all times,

should be optional

Viktor Gurov 10/27/2021 11:59 AM

11915 pfSense Todo DNS Resolver Resolved Normal Temporarily move back to Unbound 1.12.x due to instability on Unbound

1.13.x

Renato Botelho 05/27/2021 07:54 AM

11914 pfSense Todo Console Menu Resolved Normal Allow reroot on ZFS from console and GUI reboot menu entries Jim Pingle 05/27/2021 07:54 AM

11913 pfSense Bug IPv6 Router

Advertisements

(radvd/rtsold)

Closed Normal RADVD breaks on SIGHUP Kristof Provost 07/06/2021 03:54 PM

11912 pfSense Bug IPsec Closed Normal IPsec GUI allows creating multiple identical Phase 1 entries when using

FQDN for remote gateway

Viktor Gurov 05/27/2021 07:54 AM

11911 pfSense Feature IPv6 Router

Advertisements

(radvd/rtsold)

Closed Normal Shortcut buttons for service control and logs on RADVD configuration Viktor Gurov 06/02/2021 01:26 PM

11910 pfSense Regression IPsec Resolved High IPsec status tunnel descriptions are incorrect Jim Pingle 10/27/2021 11:59 AM

11898 pfSense

Packages

Bug apcupsd Resolved Normal PHP error from apcupsd dashboard widget when battery is charging Jim Pingle 02/25/2023 04:33 PM

11861 pfSense Bug Rules / NAT Closed Normal Error loading rules in certain cases where an interface is temporarily

without an address

Jim Pingle 05/27/2021 07:54 AM

11859 pfSense Bug Certificates Closed Normal PHP error on certificate list due to unreadable private key Jim Pingle 05/27/2021 07:54 AM

11857 pfSense Regression Rules / NAT Closed Urgent Match rules cause pf error parsing rules Luiz Souza 05/27/2021 07:53 AM
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11845 pfSense

Packages

Todo OpenVPN Client

Export

Resolved Normal Update OpenVPN client export installers to 2.5.2 Jim Pingle 04/27/2021 11:17 AM

11844 pfSense Todo OpenVPN Closed Normal Update OpenVPN to 2.5.2 Renato Botelho 05/27/2021 07:53 AM

11843 pfSense Bug Captive Portal Closed Very High Potential XSS vulnerability in Captive Portal ``redirurl`` handling Jim Pingle 02/14/2022 07:15 AM

11842 pfSense Bug Captive Portal Closed Normal Captive Portal post-auth redirect is not properly respected Jim Pingle 06/02/2021 01:26 PM

11839 pfSense Regression Operating System Closed Very High Panic on 21.05/2.6.0 snapshots when memory usage is high Kristof Provost 05/27/2021 07:53 AM

11838 pfSense

Packages

Bug FRR Needs Patch High FRR ospf6d consumes all available memory+swap after an interface

event

 05/20/2021 01:44 PM

11819 pfSense Regression Diagnostics Closed Normal MAC address OEM information missing from ARP table Jim Pingle 08/03/2024 04:36 PM

11806 pfSense Regression Routing Closed Normal IPv4 link-local (``169.254.x.x``) gateway does not function Viktor Gurov 06/02/2021 01:26 PM

11805 pfSense Regression Rules / NAT Resolved Urgent Port forward rules only function through the default gateway interface,

``reply-to`` does not work for Multi-WAN (CE Only)

Kristof Provost 03/28/2022 07:34 PM

11801 pfSense Bug Configuration

Upgrade

Closed Normal PHP error in ``upgrade_212_to_213()`` when upgrading certain IPsec

tunnels

Jim Pingle 05/27/2021 07:53 AM

11796 pfSense Docs New Content Packages Resolved Normal Document the FRR Package Jim Pingle 09/15/2021 01:09 PM

11795 pfSense Regression IPsec Resolved High Applying IPsec settings for more than ~30 tunnels times out PHP  06/10/2021 04:07 AM

11794 pfSense Regression IPsec Closed Normal IPsec VTI interface names are not properly formed for more than 32

interfaces

Renato Botelho 06/02/2021 01:26 PM

11785 pfSense Regression FreeBSD Resolved Very High OpenSSL "Operation not supported" error with cryptodev in certain cases Luiz Souza 04/09/2021 07:48 AM

11764 pfSense Bug Gateways Resolved Low IPv6 link local gateway default status not indicated in GUI Viktor Gurov 05/31/2022 05:08 PM

11706 pfSense Bug Certificates Closed High Renewing a certificate without a ``type`` value assumes a server

certificate

Jim Pingle 04/13/2021 10:25 AM

11705 pfSense Bug Certificates Resolved High Creating a certificate while creating a user does not fully configure the

certificate properly

Jim Pingle 03/24/2021 01:18 AM

11689 pfSense Plus Regression Upgrade Resolved Normal LEDs do not indicate available upgrade status Jim Pingle 03/22/2021 09:58 AM

11654 pfSense Bug Certificates Resolved Low Certificates with escaped x509 characters display the escaped version

when renewing

Jim Pingle 03/27/2021 12:01 PM

11652 pfSense Bug Certificates Resolved Normal Unable to renew a certificate without a SAN Jim Pingle 03/31/2021 08:42 AM

11639 pfSense Bug Logging Closed Normal Entries from rotated log files may be displayed out of order when log

display includes contents from multiple files

Jim Pingle 04/13/2021 10:26 AM

11616 pfSense Bug Wake on LAN Closed High Potential stored XSS vulnerability in services_wol.php Jim Pingle 04/13/2021 01:04 PM

11588 pfSense Feature WireGuard New Low Automatically suggest next IP address in Wireguard interface subnet

when creating a peer

 12/22/2021 03:35 AM

11587 pfSense Bug WireGuard Closed Normal WireGuard interfaces do not have data on traffic graphs  09/20/2021 06:49 AM

11586 pfSense Bug WireGuard Not a Bug Normal WireGuard panic when saving many times in a row Peter Grehan 05/11/2021 12:12 PM

11584 pfSense Docs Correction Virtualization Resolved Normal Renaming Proxmox to Proxmox Virtual Environment or Proxmox VE Jim Pingle 03/01/2021 02:06 PM
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11576 pfSense Feature IPsec Closed Normal IPsec GUI option to control Child SA ``start_action`` Jim Pingle 06/02/2021 01:26 PM

11575 pfSense

Packages

Bug OpenVPN Client

Export

Resolved Normal OpenVPN clients cannot pass traffic when reconnecting using the same

source port

Viktor Gurov 05/01/2022 03:36 PM

11574 pfSense

Packages

Todo OpenVPN Client

Export

Duplicate Normal Add "nobind" to exported OpenVPN configurations by default  02/08/2022 12:56 PM

11555 pfSense Regression IPsec Closed Normal IPsec peer ID of "Any" does not generate a proper remote definition or

related secrets

Jim Pingle 04/13/2021 10:52 AM

11539 pfSense Bug IPsec Rejected Normal Mobile IPsec ``split_include`` value of ``0.0.0.0/0`` causes some clients to

fail

Jim Pingle 02/05/2024 08:20 PM

11538 pfSense Bug WireGuard Closed Normal WireGuard Panic Peter Grehan 09/20/2021 06:48 AM

11537 pfSense Regression IPsec Closed Normal IPsec VTI tunnel between IPv6 peers may not configure correctly Viktor Gurov 04/13/2021 10:51 AM

11524 pfSense Regression Hardware / Drivers Closed Very High Using SHA1 or SHA256 with AES-NI may fail if AES-NI attempts to

accelerate hashing

Mark Johnston 07/06/2021 03:54 PM

11514 pfSense Bug Certificates Closed Normal Renewing a self-signed CA or certificate does not update the serial

number

Jim Pingle 04/13/2021 10:51 AM

11498 pfSense Feature WireGuard New Normal WireGuard does not pass multicast traffic to peer Peter Grehan 03/19/2021 10:59 AM

11488 pfSense Bug IPsec Closed Normal IPsec tunnel definitions have ``pools =`` entry in ``swanctl.conf`` with no

value

Jim Pingle 04/13/2021 10:51 AM

11487 pfSense Regression IPsec Closed High IPsec tunnels using expanded IKE connection numbers do not have

proper child SA names in ``swanctl.conf``

Jim Pingle 04/13/2021 10:51 AM

11486 pfSense Regression IPsec Closed High Connect and disconnect buttons on the IPsec status page do not work for

all tunnels

Jim Pingle 04/13/2021 10:51 AM

11470 pfSense Regression Traffic Shaper (ALTQ) Resolved Normal Panic when using CBQ traffic shaping Kristof Provost 01/25/2022 12:42 PM

11465 pfSense

Packages

Bug WireGuard Closed Normal Input validation does not prevent multiple conflicting WireGuard peers on

a single tunnel from attempting to act as default route

Viktor Gurov 10/28/2021 01:44 PM

11447 pfSense Regression IPsec Closed Normal EAP-RADIUS Mobile IPsec clients with RADIUS-assigned addresses do

not get additional configuration attributes

Jim Pingle 02/14/2022 07:09 AM

11446 pfSense Bug IPsec Closed Normal Mobile IPsec DNS server input validation does not reject unsupported

IPv4-mapped IPv6 addresses

Viktor Gurov 04/13/2021 10:51 AM

11442 pfSense Regression IPsec Resolved Very High Distinguished Name (FQDN) IPsec peer identifier type is not formatted

properly in ``swanctl.conf`` secrets

Jim Pingle 04/10/2021 08:51 AM

11435 pfSense Regression IPsec Closed Normal IPsec status incorrect for entries using expanded IKE connection

numbers

Jim Pingle 04/13/2021 10:51 AM

11426 pfSense Todo Hardware / Drivers Closed Normal Deprecate old cryptographic accelerator hardware which is not viable on

modern systems

Luiz Souza 05/27/2021 07:53 AM

11407 pfSense Bug WireGuard Closed Normal Removing a WireGuard tunnel in a middle position can break Add button

behavior

Jim Pingle 05/11/2021 12:12 PM

11395 pfSense Feature IPsec Closed Normal Option to switch IPsec filtering modes to choose between ``enc`` and

``if_ipsec`` filtering

Jim Pingle 06/02/2021 01:26 PM
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11361 pfSense Bug Installer Resolved Urgent ISO Installer not functioning on latest snapshots Renato Botelho 02/04/2021 10:56 AM

11354 pfSense Feature WireGuard Resolved Low WireGuard should respond from the address used by peer Peter Grehan 02/09/2021 12:18 PM

11338 pfSense Bug WireGuard Resolved Normal WireGuard cannot connect to an IPv6 endpoint Peter Grehan 02/02/2021 08:05 AM

11334 pfSense

Packages

Bug FRR Resolved Normal FRR IPv4 OSPF passive-interface not working Jim Pingle 02/07/2021 04:00 AM

11323 pfSense Bug WireGuard Resolved High Removing a WireGuard tunnel can cause others to be renumbered Jim Pingle 01/29/2021 06:11 PM

11322 pfSense Bug WireGuard Resolved Normal WireGuard Public Key should not be entered by the user Jim Pingle 02/01/2021 06:26 AM

11314 pfSense Bug Gateways Resolved Normal PHP error in gwlb.inc (potential race) Jim Pingle 02/02/2021 11:12 AM

11309 pfSense Todo DNS Resolver Resolved Very Low DNS Resolver automatic ACL entries need refinement Jim Pingle 02/03/2021 08:07 AM

11280 pfSense Todo WireGuard New Normal Add WireGuard to ALTQ list  04/27/2021 12:32 PM

11219 pfSense Todo IPsec Resolved Normal Improve IPsec GUI options for P1/P2 reauth/rekey Jim Pingle 02/02/2021 11:15 AM

11196 pfSense Bug IPsec Resolved Normal IPsec DPD action incorrect on development snapshots Jim Pingle 01/01/2021 03:50 PM

11193 pfSense Bug IPsec Resolved High IPsec KeyID Not Working on Development Snapshots Jim Pingle 12/31/2020 11:05 AM

11167 pfSense Bug User Manager /

Privileges

Resolved High Insecure default values for user certificates created via User Manager  12/22/2020 11:49 AM

11118 pfSense Feature Backup / Restore Resolved Very Low Backup and restore SSH host key(s) Viktor Gurov 12/04/2021 05:52 AM

11065 pfSense Docs Correction General Resolved Normal Outdated logo in diagrams Jim Pingle 11/16/2020 03:52 PM

11050 pfSense Bug Backup / Restore Resolved High "Backup extra data" does not behave properly Viktor Gurov 01/10/2021 03:11 PM

11033 pfSense

Packages

Todo OpenVPN Client

Export

Closed Normal Update OpenVPN Client Export with OpenVPN 2.5.0 installer Jim Pingle 08/12/2021 02:01 PM

11029 pfSense Feature Operating System Resolved Normal Enable command history in the shell Jim Pingle 06/19/2023 01:03 PM

11018 pfSense Bug Diagnostics Resolved Normal Hostname is ignored when DNS Lookup calculates response time Jim Pingle 10/30/2020 03:20 PM

10945 pfSense Bug Aliases / Tables Resolved Normal Alias popup not displaying contents  10/02/2020 12:40 PM

10931 pfSense Feature Web Interface Resolved Normal system.php: Add option to omit DNS Servers from resolv.conf Jim Pingle 01/08/2021 12:09 AM

10861 pfSense Bug Operating System Resolved Normal net.pf.request_maxcount value set in loader.conf not respected on latest

snapshot

Jim Pingle 09/21/2020 03:26 PM

10816 pfSense

Packages

Feature FRR Resolved Normal Allow FRR BGP Neighbors to be active in both IPv4 and IPv6 Jim Pingle 01/24/2021 12:09 AM

10737 pfSense

Packages

Bug FRR Resolved Normal FRR attempts to cycle IPsec VTI interfaces even when disabled/not

running

Jim Pingle 08/11/2020 09:34 AM

10720 pfSense Bug Web Interface Resolved Normal Setup Wizard DNS Server validation JavaScript incorrectly claims IPv6

address is invalid

Renato Botelho 09/23/2020 03:21 AM

10704 pfSense Todo User Manager /

Privileges

Resolved Normal Work around PHP issues with SSL LDAP and multiple authentication

servers

Jim Pingle 02/09/2021 12:53 PM

10675 pfSense Bug DHCP (IPv6) Resolved Normal DHCPv6 config not all directives start on a new line as expected Viktor Gurov 10/30/2020 09:34 AM

10667 pfSense Bug Rules / NAT Resolved Normal Separator bars on Floating rules do not cover the full table width Jim Pingle 06/17/2020 01:41 AM
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10665 pfSense

Packages

Feature FRR Resolved Low Manual OSPF neighbor definitions Jim Pingle 01/11/2021 03:25 AM

10652 pfSense Bug Configuration

Upgrade

Resolved Normal Duplicate upgrade_203_to_204() function in upgrade_config.inc Jim Pingle 10/06/2020 12:03 PM

10610 pfSense Bug Package System Resolved Normal Package upgrade or reinstall hangs indefintely on the console Jim Pingle 12/27/2020 02:44 AM

10607 pfSense Bug Logging Resolved Normal Remote syslog for "General Authentication Events" using wrong selectors Jim Pingle 06/02/2020 10:25 AM

10580 pfSense Bug Configuration

Upgrade

Resolved Normal PHP error when restoring to 2.5.0 Jim Pingle 10/06/2020 12:23 PM

10533 pfSense Todo Operating System Resolved Low Change default domain for new installations from "localdomain" to

"home.arpa"

Jim Pingle 11/17/2021 04:25 AM

10529 pfSense Bug IPsec Resolved Normal IPsec Phase 1 options Reauth and Rekey do not allow valid "0" value Jim Pingle 10/06/2020 12:01 PM

10513 pfSense Bug Rules / NAT New Normal State issues with policy routing and HA failover  11/27/2024 09:00 AM

10505 pfSense Bug IPsec Resolved Normal Mobile PSK users have wrong type in swanctl.conf secrets Jim Pingle 04/29/2020 09:54 AM

10424 pfSense Bug Diagnostics Resolved Normal status.php: Calls using pkg should use pkg-static Jim Pingle 05/14/2020 10:03 AM

10423 pfSense Todo Diagnostics Resolved Normal status.php: Add kernel modules Jim Pingle 05/14/2020 10:02 AM

10419 pfSense

Packages

Todo haproxy Closed High Update haproxy ports Renato Botelho 07/09/2020 07:55 AM

10405 pfSense

Packages

Bug ACME Resolved High Additional instances of ACME Domain SAN list entries with passwords

are rendered as checkboxes

Jim Pingle 10/26/2020 01:26 PM

10403 pfSense

Packages

Feature ACME Resolved Low Add Proxy support to ACME package Jim Pingle 10/26/2020 01:26 PM

10397 pfSense Bug Gateways Resolved High Changing default or static route gateway on 2.5.0 does not remove old

route

Renato Botelho 10/08/2020 07:21 AM

10360 pfSense Bug Certificates Resolved Normal PHP error when renewing a CA used by services Jim Pingle 03/20/2020 01:11 AM

10355 pfSense Bug Diagnostics Resolved Normal diag_ping.php: Potential XSS via Hostname parameter Jim Pingle 04/10/2020 09:09 AM

10352 pfSense Bug Authentication New Very Low RADIUS authentication fails with MSCHAPv1 or MSCHAPv2 when

passwords contain international characters

 06/20/2022 04:04 PM

10324 pfSense Bug User Manager /

Privileges

Resolved Normal system_usermanager_addprivs.php: User account full name is not

encoded before output

Jim Pingle 04/10/2020 09:09 AM

10314 pfSense Bug IPsec Resolved Normal Per-user IKEv2 settings are not functioning on 2.5.0 Jim Pingle 03/06/2020 02:15 PM

10310 pfSense Bug Upgrade New Normal Systems with low RAM and several packages may temporarily fail to load

large tables after an upgrade

 03/03/2020 07:55 AM

10308 pfSense Bug Load Balancer Resolved Normal PHP error in /etc/inc/service-utils.inc on line 378 Jim Pingle 03/03/2020 11:51 AM

10291 pfSense

Packages

Bug OpenVPN Client

Export

Resolved Normal Export using DDNS hostnames (port forward targets) does not include

domain name for split DDNS types

Jim Pingle 02/26/2020 02:03 PM

10275 pfSense Bug L2TP Resolved Normal L2TP and PPPoE user password issues Jim Pingle 02/22/2020 01:03 AM

10255 pfSense Bug Logging Resolved Normal status_logs_filter.php: PHP error when log entry contains invalid port Jim Pingle 03/03/2020 11:40 AM
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10254 pfSense Bug Operating System Resolved Urgent pf error "too many elements" when attempting to load large tables Renato Botelho 09/02/2020 08:21 AM

10195 pfSense Bug IPv6 Router

Advertisements

(radvd/rtsold)

Resolved High radvd spamming routing log with "IPv6 forwarding on interface seems to

be disabled, but continuing anyway"

Luiz Souza 01/23/2020 09:00 AM

10183 pfSense Bug Packet Capture Resolved Normal diag_packet_capture.php: Capture for 'pfsync' fails Jim Pingle 01/14/2020 12:09 PM

10178 pfSense Bug Backup / Restore Resolved Normal crypt.inc: crypt_data() legacy mode using wrong message digest Jim Pingle 01/11/2020 02:46 AM

10168 pfSense Bug Rules / NAT Resolved Normal firewall_rules_edit.php: Firewall GUI allows selecting 'not' and 'any' for

source/destination which is invalid

Jim Pingle 01/08/2020 01:26 AM

10155 pfSense Bug Logging Resolved Normal sshguard is not compatible with RFC 5424 log format Jim Pingle 09/22/2020 08:26 AM

10135 pfSense Todo Web Interface Resolved Normal help.php: Update links Jim Pingle 10/06/2020 11:01 AM

9983 pfSense Bug IPsec Resolved Normal Reauth vs Rekey UI and behavior for swanctl Jim Pingle 01/08/2020 09:44 AM

9979 pfSense Bug IPsec Resolved Low status_ipsec.php missing information Jim Pingle 12/20/2019 07:18 AM

9977 pfSense Bug Captive Portal Resolved Urgent Enabling Captive Portal on 2.4.5 breaks network connectivity Luiz Souza 01/17/2020 08:17 AM

9975 pfSense Bug Upgrade Resolved Normal PHP error on upgrade from 2.4.4-p3 to 2.4.5 Renato Botelho 01/08/2020 10:36 AM

9971 pfSense Bug Logging Resolved Normal sshguard error: Logging subprocess <pid> (exec

/usr/local/sbin/sshguard) exited with status 1.

Jim Pingle 01/05/2020 01:54 PM

9963 pfSense Bug DNS Resolver Resolved Normal DNS servers assigned dynamically are omitted if also assigned manually

when override is disallowed

Jim Pingle 12/19/2019 12:23 PM

9954 pfSense Bug IPsec Resolved Normal status_ipsec.php: Unable to manually connect P2 when P1 is up but not

P2

Jim Pingle 12/17/2019 02:16 PM

9924 pfSense Bug Certificates Resolved Normal crl_contains_cert() does not correctly report revoked status for

intermediate CAs

Jim Pingle 12/21/2019 09:12 AM

9923 pfSense Feature Certificates Resolved Normal Add select_source compatible output to cert_build_list() Jim Pingle 01/08/2020 09:47 AM

9922 pfSense

Packages

Bug haproxy Resolved Normal haproxy_version does not use full path to haproxy, leads to errors when

run during cron

Jim Pingle 10/31/2021 06:07 AM

9915 pfSense Todo OpenVPN Resolved Normal Convert OpenVPN to CAPath Jim Pingle 01/06/2020 03:07 PM

9903 pfSense Todo IPsec Resolved Normal Rename IPsec "RSA" options to more generic "Certificate" options Jim Pingle 12/12/2019 07:04 AM

9889 pfSense Bug Certificates Resolved Very Low Cannot validate Certificates against Certificate Revocation Lists for

Intermediate Certificate Authorities

Jim Pingle 11/06/2023 03:22 PM

9888 pfSense

Packages

Bug ACME Resolved High ACME output sent to browser without encoding Jim Pingle 02/19/2020 12:08 PM

9887 pfSense Bug Rules / NAT Resolved Low Rule separator positions change when deleting multiple rules Christopher

Cope

10/11/2022 02:41 PM

9883 pfSense Feature Certificates Resolved Normal Allow CAs to use randomized serials when signing Jim Pingle 11/27/2019 11:26 AM

9869 pfSense Feature Certificates Resolved Normal Allow CRL entries to be made by serial number Jim Pingle 12/05/2019 07:59 AM

9868 pfSense Todo Certificates Resolved Low Add clientAuth EKU to Server type certificates Jim Pingle 12/06/2019 07:30 AM
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9866 pfSense

Packages

Bug FreeRADIUS Resolved High freeradius_view_config.php: File contents are displayed without encoding Jim Pingle 11/30/2020 09:19 AM

9864 pfSense Todo Web Interface Resolved Normal Set autocomplete=new-password for user/password fields in forms Jim Pingle 02/27/2020 02:49 PM

9856 pfSense Todo Certificates Resolved Normal Add certificate detail infoblock to CA list Jim Pingle 01/06/2020 01:51 PM

9855 pfSense Bug Web Interface Resolved Very Low CSRF error at login when clicking the 'sign in' button multiple times  10/02/2020 10:15 AM

9846 pfSense

Packages

Bug pfBlockerNG Resolved Very High pfBlockerNG log file download/clear lacks validation Jim Pingle 11/21/2020 04:55 PM

9842 pfSense Feature Certificates Resolved Normal Add CA/certificate renewal function Jim Pingle 12/18/2019 06:40 AM

9808 pfSense Todo Logging Resolved Normal status_logs_settings.php: Add GUI option for syslog format Jim Pingle 01/06/2020 02:32 PM

9804 pfSense Bug Captive Portal Resolved High services_captiveportal.php: Image upload does not validate file type Jim Pingle 04/10/2020 09:09 AM

9802 pfSense Bug Logging Resolved Normal status_logs_settings.php: "Reset log files" does not clear all log files Jim Pingle 10/10/2019 12:35 PM

9799 pfSense Todo Web Interface Resolved High Create custom CSRF callback page with proper theme & more warnings Jim Pingle 04/10/2020 09:10 AM

9787 pfSense

Packages

Todo Mail report Resolved Normal Update Mail Reports to deal with clog deprecation Jim Pingle 01/08/2020 09:46 AM

9782 pfSense Bug XMLRPC Resolved Normal XMLRPC auth error message format is inconsistent with GUI auth error

message

Jim Pingle 04/10/2020 09:10 AM
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