pfSense - Bug #15615

Bump SSHD to >=9.8
07/12/2024 10:28 AM - Simon Giotta

Status: Closed Start date:

Priority: High Due date:

Assignee: % Done: 0%
Category: Services Estimated time: 0.00 hour

Target version:
Plus Target Version: Affected Version: 2.7.x

Release Notes: Default Affected All
Architecture:

Description

The version of OpenSSH in 2.7.2 is:
OpenSSH_9.4, OpenSSL 3.0.12 24 Oct 2023

This is vulnerable to the recently discovered bugs in OpenSSH and should be upgraded to 9.8 ASAP.

https://www.tenable.com/plugins/nessus/201194

Some smaller issues where also fixed in 9.6.
https://www.tenable.com/plugins/nessus/187201

History

#1 - 07/13/2024 04:36 PM - Marcos M

- Status changed from New to Closed

This has already been fixed in recent snapshots, and a patch is available in the System Patches package to work around the issue for older versions.
See src commit:2abea9df01655633aabbb9bf3204c90722001202
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